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Message from the Chief Financial Officer

MESSAGE FROM THE CHIEF FINANCIAL OFFICER

November 15, 2007

| am pleased to submit the U.S. Small Business Administration’s Agency Financial Report for FY 2007. This report provides SBA’s
financial results as required by the Reports Consolidation Act.

FY 2007 was a landmark year for the SBA in the area of financial management. The progress we have been making over the
past four years culminated in the elimination of the remaining material weakness in financial reporting that has been reported
since FY 2001. The SBA's unqualified independent audit opinion with no material weaknesses and just one significant deficiency
reflects the progress we have made and the improved quality of our financial processes, data, and statements. Based on these
audit findings, including our compliance with the Federal Financial Management Improvement Act, the SBA is on track to achieve
“green” for both status and progress for the Improved Financial Management element of the President’s Management Agenda.

We continue to be proud of the quality and timeliness of our credit subsidy reestimate models and process. Again this year all
of our reestimates and quality assurance reviews were completed within our planned schedule. SBA's numerous internal reviews
and the auditor’s review of the subsidy estimates yielded only a few findings and concerns which we were able to address in a
timely manner. Because the credit programs constitute the vast majority of SBA's financial activity, maintaining a very strong
internal control process and high quality, state of the art cost models is a top priority for us.

In financial management and reporting, we completed two key initiatives this year. First, we conducted a thorough review of the
quality assurance process, including documenting each reconciliation point across all systems and data sources used to generate
the financial statements. This effort successfully addressed last year's audit recommendation regarding the material weakness in
financial reporting.

Second, we identified and resolved an issue with increases to loans that would have become a problem if we had not taken ac-
tion. Specifically, we modified our systems to record disaster loan increases as new loans in the year they were made, consistent
with the requirements of the Federal Credit Reform Act. SBA's systems had not had this capability in the past but since the
amounts involved were never material it had not been a major concern. However, during FY 2007, the SBA had over $529 million
in increases to loans originally made in FY 2006 to Katrina, Rita, and Wilma hurricane victims so the impact on the financial state-
ments of improperly recording these increases in a previous cohort would have been significant.

Since late FY 2004, the SBA has had an independent Audit and Financial Management Advisory Committee. During FY 2007,
the Committee was highly engaged in the financial reporting process and audit cycle, providing advice and counsel and making
recommendations for our financial statement footnotes and the AFR. We are proud to have one of the few independent audit
committees within the government and appreciate the opportunity to have such an esteemed group of professionals advising us.
| thank them for their support and dedication to our continued improvement.

The SBA also continued to make important strides in budget and performance integration this year. Our ongoing efforts were re-

flected in our “green” status in the President’s Management Agenda throughout FY 2007. The Agency completed a new strategic
plan which we will begin reporting against for FY 2008. Our participation in this “pilot” Annual Financial Report reflects our desire
to improve the effectiveness of our external reports.

Finally, the SBA continued to garner value from the new internal control requirements under Appendix A of OMB Circular A-123
which become effective for the FY 2006 reporting cycle. Engaging program office staff to understand the requirements and lever-
age the opportunities associated with internal controls was a primary objective this year. We will continue to build on our progress
toward our goal of transforming the SBA into an organization with a strong risk management culture.
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Financial Reporting Message from the Chief Financial Officer

In summary, FY 2007 was a rewarding year in financial management at the SBA. Achieving an unqualified opinion with no
material weaknesses has been our objective for the five years since the SBA lost its prior unqualified opinion. Now that we have
achieved our goal we will dedicate ourselves to maintaining the high quality financial management processes we have put in
place and continuing to expand the quality and use of our financial data for decision making.

Thank you for your interest in our FY 2007 Agency Financial Report.

ANV

Chief Financial Officer

This page intentionally left blank
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Audit and Financial Management Advisory Committee’s Report

AuUDIT AND FINANCIAL MANAGEMENT ADVISORY COMMITTEE’S REPORT

November 15, 2007

The Audit and Financial Management Advisory Committee (the Committee) assists the Administrator in overseeing the U.S. Small
Business Administration’s financial operations. As part of that responsibility, the Committee meets with Agency management, the
Agency’s Inspector General, and its external auditors to review and discuss SBA's external financial audit coverage, the effec-
tiveness of SBA’s internal controls over its financial operations, and its compliance with certain laws and regulations that could
materially impact SBA's financial statements. SBA's external auditors are responsible for expressing an opinion on the conformity
of SBA’s audited financial statements with the U.S. generally accepted accounting principles. The Committee reviews the findings
of the Inspector General and external auditors, and SBA's responses to those findings, to ensure that SBA's plan for corrective
action includes appropriate and timely follow-up measures. In addition, the Committee reviews the draft Agency Financial Report
(AFR), including its financial statements, and provides comments to management who has primary responsibility for the AFR. The
Committee met four times with respect to its responsibilities as described above, and in conjunction with the 2007 fiscal year.
During these sessions, the Committee met with the Inspector General and external auditors without SBA management being
present and discussed with the external auditors the matters that are required to be discussed by generally accepted auditing
standards. Nothing came to our attention as a result of these discussions to indicate changes were needed to the financial state-
ments and notes thereto that are included in the FY 07 AFR.

f#;-wyf{'ﬁ”j:; PR

Edward J. Mazur
Chairman
Audit and Financial Management Advisory Committee
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Financial Reporting Inspector General’s Audit Report

L5, SMALL BUSINESS ADMINISTRATION
QFFICE OF INSPECTOR GENERAL
AUmTING DIvision

AUDIT REPORT

Issue Date: November 15, 2007

MNumber: §-03

Tao: Steven C. Preston
Administrator

Jennifer hMain
Chief Financial Officer

From: Drebira Rilll&& é‘

Assistant [nspector General for Auditing

Suhbject: Audit of SBAs FY 2007 Financial Statements

Pursuant to the Chief Financial Officer’s Act of 19940, attached are the Independent
Auditors " Report and accompanying reports on internal control and compliance with laws
and regulations issued by KFMG LLP for the fiscal year ending September 30, 2007, The
audil was performed under a contract with the Office of Inspector General {O1G) amd in
accordance with Generally Accepted Covernment Auditing Standards; Office of
Management and Budget's (OMEB} Bulletin 07-04, Audit Reguiremenis for Federal
Financial Statements, the Govemment Accountabilty Office (GAOYPresident”s Council on
Integrity and Efficiency (PCIE) Firancial Auwdit Mamea! and GAQ's Federal Information
System Controls Auedit Manwal.

The KPMG report concluded thal SBA"s consolidated lnancial statements presenied
fairly, in all matenal respects, the financial position of SBA as of and for the years ended
Seplember 30, 2007 and 2006, It also presented fairly, in 21l material respects, SBA™s net

costs, changes in net position, and combined statements of budgetary resources for the years
then ended.

With respect 1o intermal control over financial reporting, KPMG reported a
significant deficiency related to Information Technology security controls, bul did not
consider this deficiency to be a material weakmess, Details regarding this significant
deficiency are discussed more in Exhibit 1 of the Independent Audiiors® Report,
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Inspector General’s Audit Report Financial Reporting

KPMG's test for compliance with certain laws, regulations, contracts and grant
agreements determined that the Apency does not fully comply with the Debt Collection
Improvement Act (DCIA) of 1995 because SBA does not consistently follow Treasury
guidelines when referring delinquent debts for collection. Details regarding the auditor’s
conclusion are included in the Compliance and Other Matters section of the fndependent
Auditor’s Report. The auditors did not report any other instances or matters regarding
noncompliance.

We provided a draft of KPMG's report to SBA's Chief Financial Officer (CFO),
who concurred with ils findings and recommendations and agreed to implement the
recommendations. The CFO is pleased that SBA has received an unqualified audit opinion
with no reported material weaknesses and believes these results accurately reflect the quality
of the Agency's financial stalements and its improved accounting, budgeting and reporting
processes.  The CFO also acknowledged that SBA was not in compliance with the DCLA,
and outlined Agency plans to improve standard operating procedures.

We reviewed a copy of KPMG's report ond related documentation and made
necessary inguiries of their respective representatives, Our review was nol infended 1o
enahle us to express, and we do not express, an opinion on the SBA™s financial statements,
EPMG s conclusions about the effectiveness of internal contral, or its conclusions about
SBA"s compliance with laws and regulations. However, our review disclosed no instances
where KPMG did not comply, in all material respects, with Gerevally Accepied Governmen
Aveditiong Standards.

We appreciate the cooperation and assistance of SBA and KPMG. Should you or
your staff have any questions, please contact me at (202) 205-73%0 or Jeffrey R. Brindle,
Director, Information Technology and Financial Management Group at (202) 205-7431.

Allachments
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Independent Auditor’'s Report on FY 2007 Financial Statements

PN LLF
O PA STregr BN
Vashingron, DC 20000

Independent Avditors” Regusri

Oiffice of Inspector General
U5, Small Businezs Administration:

We have audied the accompanyvimg consolidated balamce sheets of the 1S Small Business
Adiministration (SBA) as of Seplember 30, 2007 and 2006, and the related consolidated
statements of net cost, changes in pel position, andl combined statements of budgetary resources
(hereinafter refered 1o as “consolidated financial statements™) for the vears then ended. The
objective of oor audits was to cxpress an opmion on the fair presentation of these consolidated
financial statements. In comnection with our fiscal vear 2007 audit, we also considered SBA's
internil controls over fimancial reporting and tested SBA's compliance with cermin proviclons of
applicabla laws, regulations, contracts, and grant agreements that could have a direct and material
effect on these consolidated financial statemenis.

SUMMARY

Az grated in oor opinlon on the consolidated financinl stalements, we concluded that SBA's
consolidated fimancinl statements a3 of and for the years ended September 30, 2007 and 2006, sre
presented fairly, in oll mateninl respects. in conformity with 1.5, generally accepled accounting
principles.

As discuseed in Note 16 w the consolidated financial staements, SBA chonped its method of
repariing the reconciliation of budpetary resources obligated to the net cost of operations in fiscal
wenr 2007.

O congideration of internn| conirol over finoncial reporting resulted in the following condition
being identified as a significant deficiency

s Improvement nocded in managements information technology security controls.
However, we did not consider this significant deficiency to be a material weakness,

The resulls of our tests of compliance with certain provisions of lws, regulations, comracts, and
grant agreements disclosed one instance of noncomplinnce with the fiollowing law that is reguired
to be meported ander Government dvdiiing Stondordy, (stued by the Comptroller General of the
United Smies, and Office of Management and Budget (OMB) Bulletin No. 07-04, Andis
Reguirements for Federal Finanetal Seatmmenis:

= Debt Collection Improvemeni Act of 1996 (DCLAY

The following sections discuss our opinion on SBA’s consabdated Nnancial statemenis; o
consideration of SBA’s intermal control over financial reperting, our tests of SBA’s complionce
with certmin prOvEsons il ppplicable [aws, regulations, contracte, and prant aereements; and
management s and our responsibilities.

T C Y S, (e

el e b d Ll erminew 3 B LW §
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Independent Auditor’s Report on FY 2007 Financial Statements

H!HH

OPINION ON THE FINANCIAL STATEMENTS

We hove audited the sccompanying consolidmted balance sheets of SBA a2 of Sepember 30,
2007 and 2006, and the related consolidated statements of met cost, changes in nel position, and
the combined datements of budgetary resources for the years then ended.

In our opimion, the consclidated [nancial statements referred to above present fairly, in all
material respects, the fmancial position of SBA s of September 30, 2007 amdd 2006, and 1= net
cosls, chnng_l:s. in net ];m;iﬁun‘ anl |.'||||_IH|,-1_'|r:,' resorces for the YEnrs then anded in r_'||||r||11||iI!_'|:
with L5, generally accepted accounting principles.

As discissesd in Mote 16 10 the conanlidated financial statements, SBA changed its method of

reporting the reconcilistion of budgetary resources obligated 1o the net cost of opertions in fiscal
vear 2007,

The mformation in the Management Dscussion and Analysiz, Required Supplementary
Stewardship [nformation, and Required Supplementiry Infonnation sections is not n requined part
of the consolidated finoncial stolements, but is supplementary information required by LS
gencrally sccepied sccounting principles ond OMB Circular No. A-136, Financial Seporiing
Reguirenenis. We have applied certain limited procedures. which conspsted principally of
ingquiries of management regording the metlhods of messurement ond presentation of (his
information. However, we did not audit this information, and accordingly, we express ao opinion
om it

INTERNAL CONTROL OVER FINANCIAL REPORTING

Cur consideratson of the imlemal condrol over financin] reporting was for the limited purpose
described in the Responsihilities section of this report and would net necessanly disclose all
deficiencies in the bvernal control over Dancial reporting that might be signiflican deficiencics
or material weaknaesses.

A confrol deficiency exisis when the design or opertion of a control decs not allow managemend
or employees, i the normal course of performing their assigned Tunciions, o prevent or detect
missiatements on a timely basis. A significant deficiency is o control deliciency, o combinotion
of control deficiencies, thal ndversely alfects SBA s ability o indi:ale, authonze, record, process,
of ieport fieancial data relinbly in accordance with LLS, penemlly accepted accounting principles
ench tht there & more than a remole lelthood thit a8 missimement of SBA s consolidated
financial sttements that is more than inconsequentiol will not be prevented or detected by SBA's
migrnal control over fmancial reporting. A malerin] weakness i3 o significant deficincy, or
combination of significant deficiencies, that results in more than & remote likelibood that a
material misstatement of the fmancial stotements will not be prevemted or detected by SBAs
miernal control

In our fiscal year 2007 wedit, we consider the '.!t'ﬂl.‘il‘.’ll..‘:. described in Exliibit [ e a \.il.!:u.ll'u;:l:ll
deficiency in intemal contrel over finzncinl reporting. and we belicve thal the significant
defictency descnibed in Exhibit | is not a materinl weakness. Summanies of the stahis of the prnor
vear material weakness and reporfable conditions, and managenvent’s responaz to our findings are
included as Exhibits 11, IV, and ¥V, respectively

We also noted cortain additionn] matters that we reported to SBA"s manngement in a scparale
letter dated November 14, 2007

Financial Reporting
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Financial Reporting Independent Auditor’s Report on FY 2007 Financial Statements

COMPLIANCE AND OTHER MATTERS

Oner teste of complinnee with cemain provisions of laws, repulations, comtracts, amd grant
agrecments, as described m the Responsibilities section of this report, exclusive of those refermed
to m the Federa! Fimancial Maorggement Fmprovemeny Aot of 1% (FFMIA), disclosed one
instance of noncompliance thet is required to be reported herein under Governarent Auditing
Sranclerrcls or OMB Bulletin Ko, 07404, and is described below,

Debt Collection Improvement Act of 1996 (DCLA) During oor testwork, we nofed that SHA
did not consistenily follow Treasury guddelines when referrmg delinquent dehbia for collection,
Specifically, we nobed that 47 of 140 |.‘|-|:Eit|r.|1rhl dehi referral tiansactions iesied were nol referred
timely or were coded improperly in SBA's Loan Accounting System. OF the 47 exceptions noted,
4] of the items wera referred only 1o the Treasury Offset Program (TOP), when the DCLA
mequircinent i8 o refer delinguent debts 1o both the TOF and the Treasury Servicing Program. As
a result, management did not refer approximately 24,000 delinquent debts for Treasury cross-
servicing. SBA management believes that the Bsue stemis from outdated standard operating
procedures and a lack of clear instructhons 1o field offices regarding the referml of delinguent debs
te Treasury. SBA monagemoent stated it hos established revised protocols thot will provide ¢lear
mstruetions to field offices to use in the future regarding how to properly refer charge-offs to the
TCH and Treasury Scrvicing program h accordance with LHCLA, In regands to the remaming &
ieinis noled as exceptions abeve, the referral o Treasury for servicing did nob eccur within 180
davs of delinquency o5 required by DCIA, According 10 SBA management, effons are under way
to plliliress this situation.

The results of our tests of compliance as deseribed in the |l¢hp-.'u13_1h||il|l;1 sectiom of thie report,
exchesive of those referred to in FIMIA, disclosed no other instances of noncompliance or other
aeatters that are required to be reported herein ander Covernnrent Auditing Srardares or OMB
Baulletin Mo, 07-04,

[he results of our fests of FEMIA disclosed no msiances in which SBASs financinl monagement
systerns did not substantially comply with the thres requiremeans discusssd in the Responsibilities
seation of this repor

& & ® ¥ #

HESPOMSIBILITIES

Management's Responsibilities. The United States Cocde Title 31 Section 3515 and 9106 require
agencies 1o report annually to Congress on their financial status and any other information needed
to fuirly present their financial position and results of operntions. To meet these reporing
requirements, SBA prepares ond submits financial statemmends m acoordance with COMB Circular
Mo, A=116,

Management is respongible for the consolidated financial sintements, ineluding:

# Preparing the consolidaled financial statements in eonformity with ULS, genemlly acespied
accouniing principles

# [Prepanng the Management Discussion and Analysis (including the perfonmance ineasres),
Eequired Supplementary Information, and Required Supplementary Stewardship Information
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Independent Auditor’s Report on FY 2007 Financial Statements

s  Establishing and maintaining effective internal control

" :','u:upl_l.'iug willi laws, mt:_u!.ﬂiun, contracts, and gramt agrecments applicable w SHA,
ineluding FFMIA,

In fulfilling this responsibilily, management is required to make estimates and judgments @
asseas the expected benefits and related costs of infernal contral policics

Auditors® Responsibilities. Cur responsibility is 1o express an opinion on the fiscol vear 2007
ond 2006 consolidated finoncial stalements of SBA bated on our sudits. We conducted our audits
in pccondance with auditing standards generally accepied in the United States of Amenica; the
stmdards applicable 1o Anancinl msdits contmined 1 Grovernment dwdiforg Standards, 1ssucd by
thi {:'ul!r.plmllrr Gieperal of the Linied States: and OMB Bulletin Mo. 07-04. Those standands and
OMB Bulletin Mo, 07-04 require that we plan and perform dhe audits 1o obtain ressonable
assurance about whether the consclidaed financial stmements are fbee of material misstiement.
An audit includes consideration of internal control over financial reporting as a basis for
designing audit procodures that are approprigie in the circemstences, but not for the purpose of
cxpressing an opinion on the effectiveness of SBA’s internal control over financial reporting
Accordingly, we express no such opimion

An audit alsoe includes:

s  Examining, on a test baswis, evidence supporting the amounts and disclosures m the
copsolldated financial staements

«  Assessing the accounting principles used and sigmificant estimates made by management
o BEvalusting the overall conselidated financial statement presentation.
We belicve that our audits provide o reasonable basis for our opimon.

I plunming and performing our fiscal year 2007 aud i, we considered SBA"S intemnal control aver
financial reporting by obtiining an understanding of the SBA's intemal control, determining
whother imemal controls had been placed in operation, assessing control risk, and performing
tests of controls as a bass for designing our awditing procedures for the purpose of expressing our
opimon on the consolidated financinl stafements. We limited our intemal control testing to those
controls necessary o achieve the ohjectives described in Goversmen? dwditing Stonefards and
OMEB Bulletin Mo, 07-04, We did nol test all internnl controls relevant 1o operaling objectives as
broadly defined by the Federal Moamagers " Financial brregrity Act of 1982, The objective of our
anclil was nol 1o express an opinion on the elfectivencas of SBA's ntermal coditral aver inansial
reporting. Accordingly, we do nol express an opinton on the effectiveness of the SBA s infernal
conirol over fmancil reporting

As pant of obaining ressonable assurance about whether SBA s fiscul vear 2007 consolidated
financial statements are free of material missistement, we performed tems of SBA's complinnce
with certnin provisions of laws, regulofions, contracts, and grant agreements, noncompliznce with
which could have a direct and materin] elfect on the determination of SBA financinl statement
amounis, and ceriain provisions of other lows and regulations specificd in OMEB Bulletin Mo, 07-
04, including cenain provisions refermed 1o in FEMILA, We limited our tests of compliance to the
provisions desceibed in the preceding seafence, ond we did aol tesl complinnee with all laws,

Financial Reporting
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Financial Reporting Independent Auditor’s Report on FY 2007 Financial Statements

regulations, contracis, and pront agreements applicable 1o SBA, However, providing an opinion
on compliznce with laws, regulstions, contracts, and grant agreements was not an objective of o
awit, and accordingly, we do not expnses sueh an opinfon

Under OMB Bulletin No, 07-04 and FFMIA, we are required to report whether SBAs financial
management systems substantislly comply with (1) Federal fimancial management systems
requirements, (21 apolicable Federal accounting standards, and (3} tlse United States Government
Standard General Ledger at the rramsaction level. To meet this requirement, we performed tests of
compliance with FEMLA Section $03{a) requirements

SBAs response 1o the findings ientified in our audit report is presented in Exhibit ¥V, We did not
audit SBA s response, and sccordingly, we express no opinion on i

Ihas repoert is intended salely for the information and wse of SBA's management, SEA"s OiMce of

Inspecton General, OMB, the U5, Government Accountability Office, and the U.S. Congress, and
16 not intended 1o be, and shouald not be, used by anyone other than these specified parties,

KPMe LLP

Movernber 14, 2007

U5, SmllBsiness Adminstrtion
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Independent Auditor’s Report on FY 2007 Financial Statements Financial Reporting

Exhilmt I
.5, Smull Business Adminisiration
Significant Deficiency

Introal e iion

The witemal control deficency discussed in this report and the U5, Small Business Administration™s (SBA)
progress toward cormecting it mre discussed in the contest of SBA’s organdzational structure and its abiliy 10
obtain funding to take gormective action. Exhibit 1 herein describes the control deficiencies, which collectively
resulled in the significant defitiency reported bebow, for the yeor ended Scptember 30, 2007, end owr
recommendations thereon, The states of prior yesr compliance and internel control delciencies are reported
Exhibite 11, 11, und IV, respectively, and SBA manigement’s response is presented in Exhibit V.

{1} Improvement Needed in Management Information Technolegy Secarity Controlfy

During fiscal year 2007, we noted that SBA made progress in several ancas in its efforts to oddress prior year
Information Technology (1T} internnl control deficiencics. Despite these improvements, deficicncies confinue 1o
euist in the arems of secury access controls, software program clanges, and end wser computing

Security Access Controls
Integral fo on organization’s scounty program management effons, technical security access controls for sysiems
mndd applicatins should provide reasonable assurance that 1T resources such as dats files, application prograims,

aid [ Terelvied !_:i..'i:ilie:-u'-'_qll'iijlu::ul are  protecied gaInsL unauthorized modification, disclosure, boss, or
impainment

A summary of the security access control deficiencies we mlentified during the fiscal year 2007 SBA financial
adil follow:

# There wre no procedures documenied [or the sanctions process against ihe personnel nol complim with
existng SBA secunty pehcies,

s The Office of the Chict Information OfTicer personnel/management (collectively refierred 1o beredn 25 OCHO)
does not maintain enough stomige capacity for the server apdit logs.

o OCI0 does not rewmin the logs long enough 1o allow for o sulficlent review,

& OO dogs not have formial day-to-day opemating procedures documented for data center emplovess, which
include segregation of critical functions

U, SmllBusines Adminisrtion
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Exhkibit I
L5 Small Business Adbministration

Significant Deficiency

B mmeniationg = securily occess Sonirois

We recommend that:

1. OCK implement ® formal sanctioning policy for those personnel and contracioss who do not complete
the required annual computer securiny tmining program

[

OO nllocote o larger storage space for ouedit bogs.

fud

OO retain audit logs for longer periods (ot least & week) 1o enable sulfcient ompagement review

4, D10 develop and implement specilic paliche: and procedures oullming the dey-lo-day actions
performed by datn center employess.

Sultware Program Changes

The rrimnr_\.- focus of an erpganization’s software change‘confipuration monagemend progrm is on confralling the
=nibware {lLlI!utl. mnide bo systems and ||.1111I:ic.1.'i.-:rn: in npnra‘.in-ri Withont such contrals, there 15 a risk thaot
T |.|i1=, featnres ol be i||.||1wrtpr|'|rl. or I.1I:||IH'I.|.|fir'¢ omitted or turmed of T, or that ||:..:,.,--.-.'||.||_ i|1=:|5-1|.1'.1i,h 41}
malicious code could be inroduced mio the IT enviromment

A& summaory of 1he software progrram change conind] deficiencies we identifliad during the fiscal vear JEFT SHA
financial ouwdif Tollow:

=  The configuration baselines for the Dhsasier Credit Management Sysiem (UMS) hove not been updated
with information from the lnst |.':'|:.':|11'..J.- Ly Svslem u:'.l.iru_.:'..

e The configurstion boselimes for the LAS do not contain o date indicaiing when i1 was last updated.
Recommendations — sl WEre Progrm _:|1ilI]'|,'.!.'h'-
We recommend that:

5. OCID mferm application service providers of policies and procedures for regularly updating DOMS
confltguration baselines and datss for majos applications and general suppon systems

=

LML ereate ,"l.'liliL'IC'E» that mondate decumentalion ol all poncempliance with csiablished S0A LAS
configurntion benclimarks and require management approval.
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Independent Auditor

Fxhihit 1
LLE, Small Business Adminlstration

Significant Deficiency

End User Compuating

unique s¢i of general control needs within an organization. By 15 nature, cnd user computing beings the
development and processing of infermation systems closar bo the user, Whils this environment may nold Iypically
be subtjected to the :ame [evel of rigor ond structure as an |T gencial eontrals environment, we believe policies
anld procedures in this area gre imponant o the overall 1T environment, During our review, we moled that the
Oiffice of the Chiel Opersting Officer (CO0) hos not documented polictes and program offices have not
documented procedures for end wser computing, specifically enforcing access controls over critical end wser

End user computing toolvprogrmms (&2, sprendsbects and other user-developed progrums) present the need for a

Rl EAINS

Escemmendations — emd user computing:
We recommend that
7, GO0 develop and implement palicies for end user compunting, specifically emforcing urer-level nccess
contmls over exisling programs and dala objects

5. All program offices identify critical end wser programes and develop end user computing procedunes in

mecordance watl |.'III\.| LINET |'1-|i|.l'."|

U, SmllBsiness Adrinstrtion
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Financial Reporting Independent Auditor’s Report on FY 2007 Financial Statements

Exhibit 11
U.5. Small Business Adminbdration

Status of Prior Year Noncompliance

| Fiscal Year 2006 Noncompliance | Fiscal Year 2007 Status of Hdl]‘l-{un:lillhlnl:t
e —— : IR 3
| Federal Financial Managemenl Improvement Aet | The reaults of our tests of compliance with FFMIA in

of 1996 (FFMIA) = FFMIA requires Federal agencies
1o be i substantial compliance with the criteria Fstad

i Tl iy

| fiscal year 2007 disclosed no instances in which SBA
| 1 in substasdial noncompliance with FFWI1A

| ®  Federal fimancial management systenis
requiremems

# Fedeml accoumnting standards

= (15 Sandard General Ledper (LISSGL) at the
tramssaction level

During Nacal vear 2006, our teats indicated instamsees in
which SHA s information systemss did not substantially
comply wilh the first criterin listed above reganding

Federal financial management sysiems requirements

U5, SmllBsiness Adminstrtion
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Exlillsis 101

1.5, Small Business Administration

S of Prior Year Materinl Weakness

| Fiseal Year 2006 Finding |
| During fiscal year 2004, we reported a maternl
weakness ininternal contral related io SBA's fmancial

= LEl TN Priecess

Fizcal Yiear 2007 Sistus of Finaling

Dharing fiscal vear 2007, SBA made significani

opemienal improvemenis over the conrols centered

on fumds manogement, fmancial oocounting, and
nccount balomee reviews. Additionzlly, SBA enhanced

its procedunes to identify aress of rizk m it financial |
sysiemes and reporting processes fo beflor assess

whether financial information 15 adaguately reported 1n
the financinl statements and nole desclosunes

Therelone, [ fiscal yedr 2007, this misler wis [t

U, SmllBsiness Adrinstrtion
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Exhibit IV
U5 Small Business Addmbnbsiratbon

Statues of Prior Year Eeportable Conditlons

Fiscal Year 2006 Findings' Fiscal Year 2007 Statas of Findings

L. Improvemsml needed over budgetary  controls | During fiscal year 2007, SBA made significant. overnll

momoundimg, obligations aperational improvements over budgetary contrals
ceritered on travel vewchers pnd undelivered orders,
fnancial accounting, and sccount balance reviews. [n
addition, our testwork did not identify any significant
misstateinenis in the amounts reported

Therelors, this matter was cloged in fiscal ves 2007

2 Improvemenl peeded in menagement information | During our review of SBA"s mformaten technolopy
technology security contiols {(IT) general and application controbs, we noted
mprevemens in fommalicing policies and procedures
over granfing users emergency access, formalizing
crH kT by :-F|||I-er.|'.i-|r||.-: p-].i:l FOO0), and
.I|u'-.||1|r:|:1i||;5_ reviews of remode e, Howeser, we

coifimued 1o identily apporiuniiees for SHA 10 improve
its indernal coitrols, The conlnel delieiencies that
cpmiinue o exinl we in the bllowing aeas: secunly
access controls, soflware program changes, and el
e cootpuaring

Thesrefore, in fiscal year 2007, the presemiation of the
izsee was modified to reflegt current year operadions,
and we continus: to repart a significant deficiency in
internal controls as it relates to [T systems opd their
impoet on the consolidated financial stnicmends. See
E:chibit | for additional informntion.

! EfTecirve ru-r'-qh |_-|'|!||:5 o o aller Deesmber 13 2006 Saiernet! of N ling Stanclarly (SAK) Me, 112 replaiey LAS
Bo, 60 and cxtablinhes new criscria for cvalusting intemal contrel delicienciss, Under 545 No, 60, the muditor nust cvaluasie
sdentified contrel deficiencics and determine whether thos deficiencic, individually or in combinatian, arc significast
deficiencies or matenal weaknesses. Further, the auditor musl commumicale, m wribing, sipaifcart deficiencses and matenal
weaknesses (including these Rlentlfied I peior sudiis bud ned yer repediated) 1o management and those charged with
FOVETTINNCE.
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CFO Respanse to Draflt Audit Report on FY 2007 Financial Statemenis

DATE: November 14, 2007

Tik Diebsra Rinl, Assistant 15 for Auditing
FROM: Jennifer Mamn, Chief’ Financiul Officer %ﬂw L’ﬁé.hﬁﬁ
SUBJECT: Draft Audit Repon on FY 2007 Financial Stunements

The Small Business Admimistraton 1= i receipt of the drifl Independent Public
Accountant repont from KPMG that includes the avditor’s opinion on the financial
statements and review of the Agency”s imernol control over financial reporiing and
complionce with laws and regulations, The [PA audit of the Agency's financial
stlements and melated processes is a core component of SBAs linancial management
program.

We are very pleased that the SBA has received an unqualified audit opinion from the
ind:p-:[bkn! suditor with no e ported material weakpesses, We believe these resulis
accuraiely reflect the quality of the Agency's financial stostements and our improved
accounting, budgeting snd reporing processes, As vou know, the SBA s worked hiird
over the past severl years 10 address the many lindings from our independent anditors,
Chur core financial reporting Jdata and processes have improved substantially and we one
prowd that the results of our efforts have been confirmed by the independent suditor,

The IPA's report incluedes a finding that during the veor the OfMice of Capital Access was
not in compliance with the Debt Collection Improvement Act, which requines agencics (o
refer outstanding receivables that are delinquent over |80 davs to Treasury for cross-
servicing. The OCA was referring loans for Treasury offsel, bul trough @ loin system
coding error one of SBA's servicing offices wos not referring the same loans for cross-
servicing, Cuitdated instructions to SBA"S loan servicing offices and an incomplete
standard operating procedure on loan servicing contiibuted to the servicing office’s
misunderstanding of the proper procedure for recording charged off oans.

Upon discovering this Treasury refermal issue, SBA"s portfolio management afficials
worked with the OCIO w0 immedintely refier the backlog of 24,000 loans which total £1.3
hillion, This referral action was completed by Tuly 15, 2007, A mitigation plan is in
place to ensure that this ermor does not occur in the future, The SBA also reminded all
servicing centers of the procedores for processing charge-off actions, including Treasury
referrals, which have been in effect since August 26, 1999, This reminder wis provided
to all servicing offices by August 300, 20617

In pddition, the SBA currently has a project underwny to revise the SOP on loan
liquidation to address more completely the Treasury referral procedures for charged ofT
loans. As a follow up to this action SBA"s portfolio management office is monitoring
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samples of monthly charged off loans 1o ensure that the losins have been comectly
¢lassified for Treasury referral, The porifolio management officials will alzo follow up
with any servicing center that has incomectly classified charged off loans for Treasury
referral.

We appreciate all of your efforts and those of your collesgues in the Office of the
Inspecior General as well as those of KPMG, The independen awdil process conninues
provide us with new insights and valuable recommendations that will further enhance
SBA's financial management practices. We continue 10 be committed to excellence in
financial management and look forward to making more progress in the coming year.
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